Team Lead

Main Responsibilities

Lead the Firewall and WAF team through work allocation, technical guidance, performance reviews, escalations and on-call rosters

Administrate and maintain enterprise-grade Firewall platforms (Palo Ale, Check Point, Fortinet, F5) and associated network security
infrastructure across bank environmeants

* Manage and optimize firewall rulesets based on least-privilege principles, conducting regular reviews, recerifications, and cleanup of redundant
configurations

* |mplement and manage web application security controls, including OWASP Top 10 mitigation, rate limiting, bot protection, and AP| security

Lead technical responses to major network security incidents, performing troubleshooting, containment, recovery, and root cause analysis

» Oversee system performance, capacity, patching, firmware upgrades, high-availability testing, and configuration backups to ensure high
availability and operational resilience

Ensure configurations align with internal security policies, PCI-DSS, 150 27001, and regulatory standards, providing required evidence for audits
and remediating findings on time

* Review and assess the security impact of infrastructure changes at CAB (Change Advisory Board), while maintaining accurate architecture
diagrams, procedures, and operational runbooks

* Partner with third-party vendors for support, hardware/software upgrades, and licensing, while collaborating cross-functionally with Network,
Cloud, DevOps, and InfoSec teams

Identify opportunities for rule optimization, security automation, and configuration reviews to continuously enhance the bank's security posture
and oparational efficiancy

Experience & Qualifications

* Possess minimum 4+ years of hands-on experience in Network Device and Firewall Administration, with at least 2 years in a technical lead or
supervisory role.

= Expertize in configuring, troubleshooting, and administering Palo Alto, Check Point, Fortinet Next-Generation Firewalls and Cisco, HP, Aruba,
Huawei switching layers infrastructure

* Provan hands-on experience with enterprisa WAF, including custom rule craation and API protection
* Active professional-level certifications such as PCNSE {Palo Alto), CCSA (Chaeck Point), NSE 4 (Fortinet), or CCNA f CCMNP

Good understanding of core networking protocols (TCP/IP, BGP OSPF, VPN/IPsec VLANS) and security architecture in public cloud
environments.

Bachelor's degree in IT or an equivalent professional gualification

Strong leadership, problem-sohlving, and decision-making skills, with excellent communication abilities to articulate technical security concepts
to non-technical stakeholders

Interested candidates are invited to forward their CVs to career@cargillsbank.com mentioning the post applied for, in the subject line of the
email on bafore 23 November 2026.
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