Assistant Manager

IT Security

= Aszizt in executing cybarsecurity Governance, Fisk, and Compliance (GRC)
actwities to ensure strict adherence to CBSL, SWIFT, PCL, and imtemal security
requirements

= Parorm daily morflaring, response and threal detection activities ubilizing
SIEM/S0C tools o ensure comprahensiee Syslem coverags

= Manage dally Mentity and Access Management (AWM processes, including
conducting perodic access meviews for privileged and critical systems

= Expcute daily vuinerability management operations, ansuring high kevels of
patch comgliance across servers, andpoints, and infrastruciuns

Conduct and coordinate perodic Vulnerability Assessments and Penatration
Testing (VAPT) across web applcations, mobile apps, APls, and natwork
Infrasinectune

= Review, evaluate, and approve firewall nule change requests 1o aensure strict
complianca with netwark secunity pobicias and least-privilege access principles

= Assist in conducting comprehensive Securty assessments of third-party
vandors and sanvice providens pror 10 onboanding

= Asmist In managing intermal and external secunty audts by tracking and
ensuring the timely closure of findings

Campile data for security posturé raports and track Key Risk Indicatars (KRis)
for management raview

A

Bachelor's Degres in Information Security, Cybersacurity, Computer Science,
of a refated T discipine

Minirnurm of 6-8 years of hands-on expeanence in T Security operations. Prior
wark axperiancea in the Banking and Fnancial Servicas sactor will be a distinat
advantage

Demonsirated expertise In Security Monitoring, Threat Detection, and Incident
Response {SOC/SIEM)
Sodid practical understanding and hands-on experience with or working
knowledge of magor NGPW vendor platforms {2.g., Palo At Networks, Fortirat
FortilGate Cheaclk Point)

Strong capability in Cybersacurily Governance, Fisk & Complianca (GRC)
framizwonks

Proficlency in Mulnerability Management, and Patch

Marsagemeent

Security  Testing,

Solid practical experence in ldentity & Accass Management [1AM) and
Privileged Access Control

Undarstanding of Third-Party and Vendor Sacurity Risk Management practices
Industry-recognized cybersecurity cerifications (e.g., CONP, PCNSAPCHSE,
MSES or above, OSCP, CEH, or working towards CISA/CISMACISSF) are highly
advantagenus

Interested candidates are invited to forward thair CVs to career@cargillsbank.com mentioning the post applied for, in the subjact line of the

email on or before 26 October 2026,

Head of Human Resources
Cargills Bank PLC,
MNo. 696, Galle Road, Colombo 03,

]
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Tel. 011 7 640 640
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