commercial bank. Our visionary journey has
taken us beyond the realms of business as
: we have made a conscious effort to go
- . where no bank has dared to go; from
. downtrodden villages long-forgotten, to
i | . v i Bl Lo the world across the shores. The driving
————— ' e F maun LR AL gL UL _ force behind this epoch-making journey is
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our strong team of achievers, affectionately
m: i 4w “ui known as the Hatna Family. As we continue
to make history and move ahead, we invite
dynamic and ambitious individuals to join
us in our trailblazing banking saga.

. We are Sri Lanka's premier private sector
‘ m
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We are looking for bright minds to help us create
a world of happy experiences.

MANAGER - THREAT ANALYSIS AND FORENSIC INVESTIGATIONS

Job Role Educational Qualifications

Manager - Threat Analysis and Forensic Investigations, provides + Professional certification in two or more Information Security related
strategic leadership in safeguarding the organization's information and disciplines such as CHFI, CISSP, OSCP, CEH, PenTest+, CompTllA CySA,
cyber assets. The responsibilities include driving threat analysis, GIAC GISP

overseeing forensic investigations, and ensuring robust protection » A Degree from a recognized University in the fields of Computer Science,
against cyber threats, Balancing business requirements, design and Cyber Security or relevant field)

deploy cutting-edge security measures to fortify the Bank's defenses + A Master's Degree in Computer Science, Cyber Security or a relevant field
while maintaining its security posture. Additionally, optimize existing will be an added advantage.

security solutions to enhance overall security and operational efficiency.
Work Experience
Key Duties and Responsibilities

» Minimum 8+ years of experience in the IT field, with at least 5+ years of

» Lead and oversee Bank-wide threat analysis and proactive threat hands-on exposure to threat hunting, digital forensics, and incident
hunting activities in line with the annual Information Security Plan. response within the belmk]ng '”dUE'tlr‘f ora ﬁnanclalL '”5t't”t'¢*’:'- _ o

- Identify emerging cyber threats and coordinate timely remediation * 3+ years at a managerial level leading threat hunting, forensic investigations,
actions with relevant stakeholders, and advanced incident response in the banking or financial sector

* Provide security advisory input during system design. application

development, and infrastructure changes. Skills and Competencies

- Threat analysis and proactive threat hunting.

- Lead and oversee Bank-wide threat analysis and proactive threat * Threat hunting and advanced detection
hunting activities in line with the annual Information Security Plan. - Digital forensics and incident analysis

+ Identify emerging cyber threats and coordinate timely remediation * Malware analysis and reverse engineering
actions with relevant stakeholders. * Penetration testing

- Provide security advisory input during system design, application * Project management
development, and infrastructure changes. » Compliance and regulatory knowledge

+ Oversee implementation and effectiveness of technical, preventive * Security tools and technologies

and detective security controls.
- Ensure compliance with regulatory, statutory, and internal Information
Security requirements.
+ Support internal, external and ISMS audits, penetration tests, and
vulnerability assessments.
« Oversee the enhancement and maintenance of the Bank's forensic
and security lab environment.
- BEvaluate new security technologies and tools and support technical
evaluation committees.
» Ensure timely renewal and effective utilization of threat hunting and
forensic tools.
- Prepare and present periodic threat analysis, forensic investigation,
KPI/KRI, and risk reports to the Information Security Committee (1SC)
and senior management. Interested candidates are invited to apply for the position
« Ensure accurate dashboards, metrics, and documentation are maintained
and reported on a timely basis.
- Lead, mentor, and develop a team of threat hunters and forensic analysts.
+ Promote a culture of continuous learning, technical excellence, and high
performance.
- Participate in recruitment, performance management, and capability
development initiatives.

All applications must reach us by.

24" September 2026

HNR l APPLY VIA XPRESSJOBS

* Conditions apply. Fitch Rating: AA-(lka) Hatbon Mational Bank is a Licensed Commercial Bank supervised by the Ceniral Bank of 5n Lanka Hatton Mational Bank PLC - PG 82




