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ANALYST - CYBER SECURITY
INFORMATION SYSTEMS SECURITY

You should ideally:

possess a Bachelor's Degree in Information Security, Cyber Security, or a related discipline

have a minimum of 2 years of experience in Cyber Security or Information Security

possess hands-on experience in VAPT, SOC operations, and cybersecurity tools management

have knowledge of PCI DSS, ISO/IEC 27001, and CBSL security requirements

possess relevant certifications such as CEH, eJPT, Security+, CySA+, PenTest+, or equivalent

be capable of effectively applying cybersecurity principles, standards, and best practices to safeguard organizational information assets

You will be mainly responsible for:

conducting Vulnerability Assessments, Penetration Testing, PCI DSS scans, internal and external security assessments, and compliance reviews
monitoring the SOC, analyzing and investigating security alerts, identifying potential threats, and supporting timely incident response and
resolution

performing application security testing and security assessments for new systems, applications, and technology changes

conducting and coordinating periodic user and privileged access reviews, ensuring identified issues are promptly followed up and resolved
supporting Information Systems Security (I1SS) projects by coordinating stakeholders, tracking deliverables, and monitoring project timelines
identifying and assessing information security risks, recommending appropriate controls, and supporting risk mitigation activities

tracking and following up on VAPT findings, audit observations, and compliance gaps until remediation

managing and optimizing cybersecurity tools, including security monitoring, detection, and protection solutions

supporting Proof of Concepts (PoCs), security tool evaluations, and technical assessments for new cybersecurity solutions

conducting cybersecurity research and development (R&D) on emerging threats, vulnerabilities, attack techniques, and security technologies,
and evaluating their applicability to the Bank's security environment

preparing security, compliance, and management reports and maintaining relevant security documentation

We are an equal opportunity employer, committed to promoting an inclusive and diverse environment. Recruitment to the Bank is based solely on merit and
competency irrespective of other characteristics that make our employees unigque. Any form of canvassing is discouraged. Correspondence will only be with
the short-listed candidates.

Please apply via e-mail by sending an updated CV or a DFCC Bank application form which could be downloaded from our website to
recruit@dfccbank.com with the position applied for mentioned in the subject line, within 7 days of this advertisement.
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