JOIN THE MOST AWARDED BANK IN SRI LANKA
INFORMATION SECURITY OFFICER
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With an enduring vision of being the most technologically advanced, innovative and customer

friendly financial organization, we, the Most Awarded Bank in Sri Lanka, continue to progress
steadily while being the first Sri Lankan bank to be listed amongst the Top 1000 Banks in the World.

Our unparalleled record of success is supported by an unmatched suite of digital offerings and
superior standards in service, stability and performance. We are poised to ascend to even greater
heights in the near future.

ROLE OVERVIEW

We're looking for a high-impact Information Security Officer to lead and strengthen the security
posture of our fully owned subsidiary, a Licensed Finance Company. This role is recruited under the
Bank and assigned to the subsidiary, with strong exposure to Group-level strategy, governance,
and leadership.

JOB PROFILE APPLICANT'S PROFILE

» Design, implement and continuously enhance the ISMS while = Bachelor's or Master's Degree in
executing the security strateqgy aligned to business priorities Information Security or Computer Science/
and regulatory expectations. Computer Engineering/ Information

Technology specializing in Information

« Develop and maintain policies, standards, baselines and Security (recognized by the UGC of Sri

procedures. Lanka) OR one or more professional
« Ensure full compliance with applicable laws, regulatory and certifications such as CISSP, CISM, CRISC.
compliance requirements (including CBSL Directions) and
internal standards. Support audits and regulatory examinations. » Minimum 07 years of experience in
information security governance or related
« Own the end-to-end information EE‘CUI'":F risk management domains in an enterprise environment,
programme, including vulnerability management, security with at least 3 years in a leadership or
testing and remediation tracking. supervisory role.

« Oversee SOC outputs by validating alerts and incidents, S « led £ int i i
ensuring effective response, recovery and control strength saaliong Kaoier e oToration SeclELy

T d risk management frameworks
through a robust incident management framework. an _ :
g 9 standards and regulations (ISO 27001, PCI

« Drive and deliver key information security initiatives (eg: DLP). DSS, NIST, etc).

+ Foster a strong security culture across the organization. » Confident communicator with strong

« Collaborate closely with the Group CISO to ensure consistent analytical and report-writing skills.
control implementation.

Successful candidate will be provided with an attractive remuneration package, commensurate with benchmarked
financial institutions.

Interested candidates are invited to apply for the position, all applications should be routed through our
corporate website.

To apply, please visit,
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