IT SECURITY ADMINISTRATOR

Responsible for managing Infrastructure security systems including implementing, documentation and
maintaining IT security solutions

Firewalls & web content filter (Proxy) Management.

Setting up site-to-site VPN tunnels with remote gateways.

Review & optimize Firewall & proxy rule base.

Conduct 1Ist & 2nd level of Firewall / Web Proxy/ WAF troubleshooting.

Maintain & track configure & log backups of security appliances.

Harden security products & underlining configuration / platforms,

Patch update & firmware upgrade of multiple firewall / proxy / WAF products.

Monitor resource utilization & health check of security products & take required precautions.

Identify bug free most stable firmware release / patches/Host fixes & applies /Upgrade as applicable.
Escalate service tickets to vendors & product support teams coordinate with respective parties till issues are sorted.
Configure Route-Route based / policy based VPNs with clouds and remote peers.

Prepare management & audit reports based on IPS/IDS, threat prevention logs & events.

® Support threats & Vulnerability management program of the bank.

Meet industry standards & best practices for all security services falls under the purview.

Hand-on experience in DLP & PAM solutions/Products will be an added advantage.

THE PERSON |

Possess a degree in Information Technology /Information security OR Industry recognized IT Security qualification,
Any of the Technology specific certifications such as CCNA fJCCNP /NSE 4 / CCSA f CCSE will be an added advantage
Positive attitude & commitment.

In-depth understanding of information security concepts.

Knowledge and experience in protecting IT infrastructure from outside threats.

Sound knowledge in industry trends, emerging technologies and specific threats targeting financial institutions,

Knowledge and experience in SOC operation, Log analyzing etc. will be an added advantage.

Position is at Executive Level

Please login to https://www.ndbbank.com/careers to apply on or before 09th December 2025,

We will correspond anly with the shortlisted applicants
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