VACANCY ANNOUNCEMENT

Ministry of Digital Economy - Data Protection Authority of Sri Lanka

Applications are invited for positions at the Data Protection Authority of Sri Lanka, established under the Personal Data Protection Act No. 9 of 2022. The Authority
has been established with the objective of regulating the processing of personal data and protecting individuals’ privacy. It ensures that all public and private sector
organizations comply with the legal obligations stipulated under the Act. The establishment of the Authority aims to promote the growth and innovation of Sri Lanka’s
digital economy while ensuring the safety and trustworthiness of digital transactions and communications. Accordingly, applications are invited from qualified
professionals for the following positions.

A Postgraduate Degree (Master's) in Information Technology, Computer
Science, Computer Engineering, Data Science, Data Processing Management,

and

1. POST OF DIRECTOR GENERAL

Postgraduate Degree (Master’s) in Information Technology, Computer Science,

Business Administration, Economics or any other field relevant to the post

Area of Key Responsibilities Eﬂ]ll]_r}llit(jf E'nginearing [I}ata Science, Data Processing Management, Eusi}mss , : , 1 : :
a. The Director General shall, subject to the general direction and control of Administration, Economics or any other field relevant to the post, or Associate/ or Associate Membership of a recognized professional Chartered Institute in
. the Board, be charged with ;’hE Dot of ihe sl ind fcansactibns o the Fellow Membership of a recognized professional institution in Information Information Technology
Authority, the exercise, performance, and discharde of its powers, duties, and Tﬂ_ﬂhtm]“g}” Accounting, Auditing or related field or be an Attorney-at-Law WA ; ; ; : ;

o) . s ; _ - with At least ten (10) years of managerial level experience in corporation, statutory
functions, and the administration and control of the officers and employees of the : : . o _ gl e B s : = :
Authority as per Section 36(4) of the Personal Data Protection Act No. 9 of 2022: At least twelve (12) years of managerial experience of which 03 years should board/institution or reputed private institution.

b. Take overall responsibility for administration, financial and operational control he_ = a_Senmr Managemont _xar1t}_11n PRl O JEINAS Sautor preserably 2 : ; Or s ; o
of e Asthneitrunderiie draston of the Board of Tiisastors with evidence of supervisory examination and capacity building in regulatory (b) Fellow membership of a recognized professional Chartered Institute, which is
= Ch“lir. e F};El:iﬁve o crtsniiba o b b it messts i .Seniﬂr Pliowalies environment, after obtaining the first Degree or obtaining Associate relevant to the subject area of the post
D':‘Ecmrs ’idld STt P e 2 ! g " Membership of a recognized professional institution or taking oaths as an and
d F;I‘I‘Ill.ll"ltél 1311 18 and ;.SII"ITE 1,35] '1mlluﬁm identifying new trends related to Attorney-at-Law. At least ten (10) years of managerial level experience in corporation, statutory
; {I rlI = A é’fd : g 4 3ot 8 A .h Or board/institution or reputed private institution,
Pefﬂ{ml l ala pmtecrmp SNC G pravary U0 SUsle aCHyIHES HieHenyticH (b) A Bachelor’s Degree recognized by the University Grants Commission (UGC) Or
;ta 5 1? iﬂr FHQHE&I‘II}EI‘I '1 S | dat s | of Sr1 Lanka in Information Technology, Computer Science, Computer (¢) Attorney-at-Law with a Postgraduate Degree (Masters) in a field relevant to the post
e. Formulate plans for development projects related to personal data protection anc Engineering, Data Science, Data Processing Management, Business :
; ' ’ ‘ ? ‘ ' . J with
; dm*':_:t activities to ”“_‘IEEF"E aWaTE11eas ‘“_nm]g identified target groups. : Administration, Economics or any other Degree relevant to the post, recognized 1 _ , ; _ , :
f. Advise the Board of Directors on policy matters as and when required and by the University Grants Commission (UGC) of Sri Lanka At least ten (10) years of managerial level experience in corporation, statutory
prepare official repgr[s;’ documents/board papers. a'nd board/institution or repu ted I]I'i"b’i] te institution.
g, 'Pmivide Iﬂade:;ship to create a conducive corporate culture, internal coordination PhD Degree in Information Technology, Computer Science, Computer Age: Age should be not less than 30 years and not more than 55 years.
and teamwork. Engineering, Data Science, Data Processing Management, Business
h. Represent the Government and DPA internationally on matters relating to data protection Administration, Economics or any other field relevant to the post 8. POST OF INTERNAL AUDITOR
i. Coordinate with relevant Ministries to ensure smooth functioning of the Authority. with
j. Monitor research and development work identified and condueted by all Divisions. At least four (04) years of senior management experience within public! Area of Key Responsibilities
Qualifications and Experience: OF PIIvalc ?E‘“-‘jt‘”_'_l]'mfmﬂm}’ with F‘”dﬁ"‘:ﬂ of SUpervisory exauniinglion and a. Develop and implement comprehensive audit plans based on risk assessments.
The candidate should have one of the following qualifications: capacity building in regulatory environment, after obtaining PhD degree. b. Conduct internal audits to assess the effectiveness of internal controls, financial
(a) A Bachelor's Degree recognized by the University !Grant% T A Age: Age should be not less than 35 years and not more than 55 years. systems and compliance with regulations.
(UGC) of Sri Lanka in Law, Information Technology, Computer Science, 2 ?3‘?3':”1'6 .au{ht procedures, to ensure the accuracy and reliability of financial
Computer Engineering, Data Science, Data Processing Management, Business | 4. POST OF DIRECTOR - HUMAN RESOURCES AND i nrfqatmn. o — — ——
Administration, Economics or any other Degree relevant to the post, recognized ADMINISTRATION d. Identify and assess potential risks and vulnerabilities within the organization.
by the University Grants Commission (UGC) of Sri Lanka e e. ﬁnnlyze_hﬁnamcml statements and related documents to identify discrepancies,
wnid Area of Key Responsibilities irregularities ete.
Postgraduate Degree (Master’s) in Law, Information Technology, Computer a. Manage all Human Resource Management functions including Recruitment, f. Provide recommendations to enhance financial controls and reporting processes.
Science, Computer Engineering, Data S{;iﬂnce Data Processing Mjm’lgem-:nt Induction, Remuneration and Benefits, Performance Management and Staff . Prepare detailled and accurate audit reports summarizing fndings,
Business Administration, Economics or any other field relevant to the post Engagement. , o s I‘Ei:t}mﬂlﬁl.ldﬂtlﬂl'lﬁ,.Elld action plans. , T .
or Associate/Fellow Membership of a recognized professional institution in b. Assess the competency gaps of the staff and arrange suitable training opportunities h. ':THIHIHUHIGHTE audit results to management, highlighting areas of concern and
Accountancy, Management, Information Technology or related field ¢. Take responsibility for the administration of the office premises and manage all improvement
with logistics functions. _ Qualifications and Experience:
At least fifteen (15) years of managerial experience of which 05 years should be d. Manage all procurements on behalf of the Authority. The candidate shoild have onis of the following Gialihvations;
in a senior managerial level with a proven track record in a public corporation, e. Manage all outsourced service providers to the Authority. _ . q_ s
Etatlltnr}r hﬂardj Hn_d fu]]},r g[}vernulﬂ]]t D'“_.'I]E[l l.'_‘.l.'.ll'ﬂ[.iﬂl'l}’._, Or -E]. I“'cputﬂd Inﬂrmntilc gﬂﬂliﬁﬂﬂﬁﬂﬂﬁ ﬂllﬂ Expﬂrience: [E}A Eﬂﬂhﬂlﬂ!‘ 5 DEEI’EE fﬁﬁﬂglllﬂﬂd l'}}i" th.E UI'II?E*-]‘EII.’_‘,F G[‘Ell'ltﬁ C—[}lllmlﬂﬁlﬁﬂ {UGC]
establishment after obtaining the first Degree. 3 - : " of Sri Lanka in Accountancy, Finance, Business Administration, Commerce
Or The candidate should have one of the following qualifications; or any other Degree relevant to the post, recognized by the University Grants
(b) A Bachelor’s Degree in Law, Information Technology, Computer Science, (a) A Eﬂ_‘:hﬁlm s Degree recognized by the University Grants Commission {UG(-?] Commission (UGC) of Sri Lanka
Computer Engineering, Data Science, Data Processing Management, Business of Sri L_f'ﬂl‘ﬂ_ in Human Resource Management, Business Administration, Public and _ ‘ _ o
by the University Grants Commission (UGC) of Sri Lanka University Grants Commission (UGC) of Sri Lanka ﬂ::lcnuntancy
and and with
PhD Degree in a field relevant to the post Pﬂﬂtg‘ﬂl_ﬂ MELE Degree .(ME’ISEEPI"E:-} in Human Resource Management, Business At least ten (10) years of managerial level experience in a corporation, statutory
itk Administration, Public Administration, Commerce or any other field relevant board/institution or reputed private institution
At least five (05) years of experience at Senior Management Level with a proven 0 the POsL G‘fmr tered Mﬂmhershl? of a recognized professional Chartered o Or - -
track record in a public corporation, statutory board, and fully government owned Iﬂ'frtl tute, which is relevant to the subject area of the post (b)Fellow Membership of a recognized professional Chartered Institution in
company, or a reputed mercantile establishment, after obtaining the PhD degree. with , : _ _ o v Accountancy
Rifos: i dlioniill Ve noll leas than38ivenssund ol mors:ihan &% peavs Atleastten (10) years of managerial experience in HR and Admin with a proven with
: i WERSEES track record in a public corporation, statutory board, and fully government At least ten (10) years of managerial level experience in a corporation, statutory
owned company, or a reputed mercantile establishment after obtaining the first board/institution or reputed private institution.
2. POST OF SENIOR DIRECTOR - REGULATORY STRATEGY Degree. Age: Age should be not less than 30 years and not more than 55 years.
Area of Key Responsibilities (b) Fellow Mexmbership of o4 ﬂrf o R o B
: : co o L : ) Fellow Membership of a recognized proiessiona artered Institution, 1n a ne
a. TDhrm;latc I'I:ILLS., fuidﬂlmes, and prescriptions to be issued under the Personal listed 6 thd bioat 9. POST OF ASSISTANT DIRECTOR - INFORMATION TECHNOLOGY
ata rrotection Act
: . ——— : .o, with s
b. Draft regulations to be issued by the Minister in accordance with the provisions of the Act Milomtion (i) yeamol nansgsliniesparisncein i end dditin withaproven Area of Key Responsibilities
¢. Recommend adaﬁaqum.:y dEﬂiﬂiﬂ?‘-ﬁ (o [h{% Minister relating to cross-border data flows ek redand tha public corporation, statutory board, and fully government a. Contribute to the development and execution of the organization's digitalization
d. Issue ge neral directives and instructions to data controllers and processors owned company, or a reputed mercantile establishment after obtaining the first strategy
e. Establish standards in relation to data protection, data storage, data processing, Degree. b. Oversee the design, implementation, and maintenance of the technology
and other related matters in accordance with the Act Kt e et | Vi q —— infrastructure.
f. Develop criteria to recognize certifications and certifying bodies i o L ¢. Collaborate with the Director General and other Directors to align technology
¢. Ensure effective domestic compliance of data protection obligations under initiatives with service-oriented goals of the Authority.

international conventions
h. Make recommendations to the Government on all matters relating to data protection
1. Issue licenses to controllers and processors requiring a license for the purpose of
regulating identity management and related services

Qualifications and Experience:
The candidate should have one of the following qualifications;

(a) A Bachelor's Degree recognized by the University Grants Commission (UGC)
of Sri Lanka in Law, Information Technology, Computer Science, Computer
Engineering, Data Science, Data Processing Management or any other Degree
relevant to the post, recognized by the University Grants Commission (UGC) of
Sri Lanka

and
Postgraduate Degree (Master's) in Law, Information Technology, Computer
Science, Computer Engineering, Data Science, Data Processing Management
or any other field relevant to the post, or Associate/Fellow Membership of a

5. POST OF DIRECTOR - FINANCE

Area of Key Responsibilities

a. Manage the Income and Expenditure of the Authority exercising proper budgetary control
Maintain Accounts in accordance with Sri Lanka Accounting Standards

Prepare final accounts and compile the Annual Report for submission to Parliament
Prepare Monthly MIS reports for the Board

Prepare performance reports for submission to the Minister as required

Manage the investments and other assets of the Authority
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Qualifications and Experience:

The candidate should have one of the following qualifications;

(a) A Bachelor’s Degree recognized by the University Grants Commission (UGC)
of Sri Lanka in Accountancy, Finance, Business Administration, Commerce
or any other Degree relevant to the post, recognized by the University Grants
Commission (UGC) of Sri Lanka

d. Ensure the availability, security, and performance of networks, servers, and other
I'T systems

€. Support related procurements and contract management.

Oversee the I'T helpdesk, ensuring timely and effective resolution of user issues.

g. Develop and implement IT training programs to enhance the technology literacy
of the staff.

—
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Qualifications and Experience:
The candidate should have the following qualifications;

(a) A Bachelor’s Degree recognized by the University Grants Commission (UGC) of
Sri Lanka in Information Technology, Computer Science, Computer Engineering,
Data Science, Data Processing Management or any other Degree relevant to the
post, recognized by the University Grants Commission (UGC) of Sri Lanka

and

A Postgraduate Degree (Master’s) in Information Technology, Computer
Science, Computer Engineering, Data Science, Data Processing Management or
any other field relevant to the post, or Associate Membership of a recognized

recognized professional institution in Information Technology or related field and o fassiona] Chastered Institation oo Tnformatisn Technvloss or talated hald
or be an Attornev-at-Law Associate Membership of a recognized professional Chartered Institution in Accountancy PLRLESSION 1artered Institution in Intormation lechnology or related he
silth with with

At least twelve (12) years of managerial experience of which 03 years should be
in a Senior Management position within public or private sector of successful
policy leadership with evidence of handling strategic issues, prefterably in
regulatory environment, after obtaining the first Degree or obtaining Associate
Membership of a recognized professional institution or taking oaths as an
Attorney-at-Law.
Or
(b) A Bachelor's Degree recognized by the University Grants Commission (UGC)
of Sri Lanka in Law, Information Technology, Computer Science, Computer
Engineering, Data Science, Data Processing Management or any other Degree
relevant to the post, recognized by the University Grants Commission (UGC) of
Sri Lanka
and

At least ten (10) years of managerial level experience in a corporation, statutory
board/institution or reputed private institution

Or
Fellow Membership of a recognized professional Chartered Institution in Accountancy
with
At least ten (10) years of managerial level experience in a corporation, statutory
board/institution or reputed private institution.

(b)

Age: Age should be not less than 30 years and not more than 55 years.

6. POST OF DIRECTOR - LEGAL AND ENFORCEMENT

Area of Key Responsibilities
a. Provide legal support and advice to the Board and all other Divisions of the
Authority.

At least six (06) years of managerial level experience in corporation, statutory
board/Institution or reputed private institution.

Age: Age should be not less than 30 years and not more than 55 years.

REMUNERATION AND BENEFITS:

a) Fixed-term contract initially for a period of three (03) years with entitlement to
Employees’ Provident Fund (EPF) and Employees’ Trust Fund (ETF).

b) An attractive remuneration package along with other benefits, enjoyed by the
fixed term employees of the Authority

OTHER REQUIREMENTS:
a) Should be a citizen of Sri Lanka.
b) Should be physically and mentally fit to discharge the duties of the post well and
to serve in any part of the Island.

Ph[?! Dﬁg;.rec in Law, .Inf'nrmatmn Techm.]lngy, Computer Science, Cﬂﬂlp?ftl‘ B S e g ¢) Should be of excellent moral character.
Engineering, Data Science, Data Processing Management or any other field ' Hi dlE all lctg ; e Ett : lat: tc ﬂll'l A tlyﬁ n d) Should have a good command of the English language as interactions with
an itigation matters relating to 10Tity. : ; : TR S .
relevant to the post g i =i Yoo . international agencies and other institutions overseas is a job requirement for
with d. Facilitate entering into agreements and memoranda of understanding (MoUs) professional grades
398 ; 3 ienc Seni sme 3] withi with other relevant institutions in Sr1 Lanka and overseas. s s S, AR ; " :
At ]E:.Eibt ﬁjur_ (04) years of experience at ‘cfr:nmr Mﬂnagum,flt Lr:xiLI within B : ; ¢ * ¢) Familiarity with the digital economy and social media will provide an advantage.
public or private sector of successful policy leadership with evidence of e. Liaise with the Attorney General’s Department, Legal Draftsman’s Department,
handling strategic issues, preferably in regulatory environment, after obtaining and other external parties GENERAL CONDITIONS

PhD degree.

Age: Age should be not less than 35 years and not more than 55 years.

3. POST OF SENIOR DIRECTOR - MARKET SUPERVISION
AND CAPACITY BUILDING

Area of Key Responsibilities

a. Engage with designated Data Protection Officers of Public and Private Sector
entities and provide instructions

b. Monitor and examine all data processing operations and processors and issue-
specific directives

¢. Receive personal data breach notifications, review them, and take necessary
action as appropriate,

d. Receive personal data protection impact assessments, review them, and issue
written instructions

e. Carry out periodic evaluations into data processing activities carried out by
controllers and processors.

f. Facilitate or undertake training based on international best practices for
controllers and processors

g. Promote studies and educational activities relating to data protection, including
organizing and conducting seminars, workshops, and symposia.

h. Manage technical cooperation with other organizations including foreign data
processing authorities and international or inter-governmental organizations.

i. Carry out awareness programs targeting multiple stakeholders in accordance
with an annual plan approved by the Board.

Qualifications and Experience:

The candidate should have one of the following qualifications;

(a) A Bachelor’s Degree recognized by the University Grants Commission (UGC) of
Sri Lanka in Information Technology, Computer Science, Computer Engineering,
Data Science, Data Processing Management, Business Administration, Economics

or any other Degree relevant to the post, recognized by the University Grants
Commission (UGC) of Sri Lanka

FrrIiT T T I ETrTTrFT I T YT T r rr ST  F Y Y ErT T YT T YT FYTITITYRTF R Y FPETEYTTrFTE Y  rrrer r rrrr r e r Yy T T T YT rTrrrr T T rryrrrr rr T T TTTrrYr r rrrrrrr r T rry T T r s r r r T rrr T rrrryrr *rrr r Ty r s r rrrrr rrrr T rrTrr rr y yr T Y rFr T Fr T FE T YT T T YFT YO P rF ST T T T rFr rrr e rr rrrrrerr rrr T Y rr T Fr T r T Tr T T T rTrrreE Y r T YT r¥F“T I rrrrrrr T Yy r rrT Y r rryrrrr r T T T TTTIT YT TrTITITrTrYrrrrrrr rr r Yy FEx r e T rr it rrrrrrr rr T r I T F T ryrrryr rr T rr r T rrTr rrr YT r rrrrrrrrrr r Ty rr "“Yy rrTrrry Ty " rrrTy s rryr r T r r T T T YCYC

Qualifications and Experience:

The candidate should have the following qualifications;

(a) Attorney-at-Law with a Postgraduate Degree in Law

with

At least ten (10) years of institutional /subject experience of which 05 years
should be in a managerial role within public or private sectors with evidence
of handling legal and enforcement functions, preferably within the regulatory

environment, after giving oaths as an Attorney-at-Law.

Age: Age should be nof less than 30 years and not more than 55 years.

7. POST OF DIRECTOR - DISPUTE RESOLUTION

Area of Key Responsibilities

a. Receive complaints from data subjects and any other aggrieved parties and
conduct inquiries in accordance with the provisions of the Personal Data
Protection Act

b. Require any persons to appear before the Data Protection Authority and examine
persons under oath where necessary

c. Enter the premises of any controller or processor of data, inspect or seize records,
and carry out investigations

d. Make directives and recommend fines, penalties, and other appropriate actions to
be taken in accordance with the Personal Data Protection Act

Qualifications and Experience:
The candidate should have one of the following qualifications;

(a) A Bachelor’s Degree recognized by the University Grants Commission (UGC)
of Sri Lanka in Law, Information Technology, Computer Science, Computer
Engineering, Data Science, Data Processing Management or any other Degree
relevant to the post, recognized by the University Grants Commission (UGC) of
Sri Lanka

and
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Age: Age limit will not apply to applicants from public corporation, statutory board,
fully government owned company

Method of Selection - Suitable candidate will be selected based on one or more
interviews. Appomtments will be made purely 1n order of merit.

Closing Date for Applications - 17th November 2025

Secondment: Any eligible ofhicer in public service seeking secondment to this
position is responsible for coordinating with their line Ministry to release him/her
from the service on secondment basis under the prevailing provisions specified by
the Ministries in chardge of Public Administration, Finance and other authorities.
They should submit their applications through the Heads of the respective Ministries/
Departments / Institutions.

The secondment period is initially for one (01) year, and the renewals will be subject
to the job holder’s performance and other organizational requirements.

APPLICATIONS:

Eligible candidates are invited to send their Curriculum Vitae with names and contact
information of non-related referees through the email “hr@dpa.gov.lk" on or before

17t November 2025
The post applied for should be stated in the subject of the email.
Please note that only shortlisted candidates will be contacted.

You should not attach scanned copies of your certificates to your CV. The Authority
will contact you, if your application is shortlisted.

All applications will be treated in strict confidence and any form of canvassing will be
regarded as a disqualification.

Chairman

Data Protection Authority of Sri Lanka
15t Floor - Block 5, BMICH

Bauddhaloka Mawatha, Colombo 7.

Tel +94(0)112697241
Web www.dpa.gov.lk




