
PEOPLE'S BANK
People’s Bank is a premier bank in Sri Lanka with the largest customer base providing innovative financial solutions to 
its diversified clientele for over six decades and as a conducive environment for those who strive to achieve excellence 
and believe in professionalism, the bank is looking for talented and dynamic individuals to fill the following positions in 
Information Security Department.

SECURITY ARCHITECT
The Security Architect will be a key leader in defining, designing, and implementing the security architecture for People's Bank systems, 
applications, and infrastructure. This role requires a deep understanding of security best practices, emerging threats, and regulatory 
compliance. The Security Architect will collaborate with cross-functional teams to ensure that security is integrated throughout the 
development lifecycle and operational processes, ultimately safeguarding the Bank’s assets and data.

Responsibilities
n	 Define Information security standards, policies, and procedures and ensure their consistent implementation across the software 

development teams.
n	 Develop and maintain a comprehensive security architecture framework that aligns with business objectives, risk appetite, and 

regulatory requirements (e.g., ISO 27001, GDPR, PCI DSS, local data protection laws in Sri Lanka if applicable).
n	 Design secure solutions and patterns for cloud, on premise, and hybrid environments, considering aspects like network security, 

application security, data security, identity and access management, and endpoint security.
n	 Participate in the design and review of new and existing systems and applications to ensure security requirements are integrated 

from the outset (Security by Design).
n	 Provide security guidance and expertise to development, operations, and other IT teams during the implementation of security 

controls.
n	 Guide and Implement secure development practices to Software Development team.
n	 Assist in the selection and deployment of security tools and technologies.
n	 Define secure configuration standards for various platforms and technologies.
n	 Conduct threat modeling exercises to identify potential vulnerabilities and attack vectors in systems and applications.
n	 Collaborate effectively with cross-functional teams, including development, operations, networking, and business units.
n	 Providing security clearances for systems moving to production.

Eligibility Criteria
n	 Candidate  should be a citizen of Sri Lanka.
n	 Possess a Bachelor’s degree or Master’s degree in Information Security or Information Technology specialized in Information 

Security by a university or a degree awarding institute recognized by the University Grants Commission of Sri Lanka.

	                                      OR

n	 Possess a Bachelor’s degree or Master’s degree in Information Technology by a university or a degree awarding institute recognized 
by the University Grant Commission of Sri Lanka with at least one of below valid professional certifications.

	 v	Certified Information Systems Security Professional (CISSP)
	 v	Certified Information Security Manager (CISM)
	 v	Certified in Risk and Information Systems Control (CRISC)
	 v	Certified Ethical Hacker (CEH)

n	 Demonstrable experience in designing and implementing security solutions across various domains, including:
	 v	Cloud Security (AWS, Azure, Google)
	 v	 Network Security (Firewalls, Intrusion Detection/Prevention Systems, VPNs, Segmentation)
	 v	 Application Security (SAST/DAST, OWASP Top 10, API Security)
	 v	 Data Security (Encryption, Data Loss Prevention, Data Governance)
	 v	 Identity and Access Management (IAM, MFA, RBAC)
	 v	 Endpoint Security (EDR, Anti-malware, Patch Management)
	 v	 Hands on experience in vulnerability assessments and Penetrations Testing. 

n	 Knowledge and experience in E-Commerce, M-Commerce, Payment Card Security, compliance and regulatory / industry standard 
certifications. (PCI DSS, ISO 27001, CBSL- Directions) 

n	 Sound knowledge on understanding of industry trends, emerging technologies & threats and specific threats targeting financial institutions. 
n	 Possess excellent analytical and problem solving skills
n	 Possess excellent written and verbal communication skills

Age
Preferably below 45 years of age as at the closing date of applications.

METHOD OF SELECTION
Shortlisted applicants based on the stipulated qualifications and experience will be called for an interview. The appointment will be made 
on contract basis and performance will be evaluated annually. 

REMUNERATION
An attractive and negotiable remuneration package commensurate with qualifications and experience will be offered to the selected 
candidate for the above position.

APPLICATIONS

The applicants are instructed to fill in the Application form on the Career page of People’s Bank website and send the duly filled application 
along with Curriculum Vitae and other necessary supportive documents. The post applied for should be stated in the subject line of the 
Email and should reach the Email address:  itrecruit@peoplesbank.lk on or before 15.09.2025

An Email confirmation of receipt will be sent upon the receipt of the application. In the event a confirmation has not been received within 
a reasonable period of time, you may inquire regarding the application on telephone numbers 0112481542/0112481416.

All applications will be treated in strict confidentiality and any form of canvassing will be regarded as a disqualification. All incomplete and 
Non - complying applications will be rejected.

The Bank reserves the right to decide the number of vacancies, postponement or cancellation of recruitment or on any other information 
not included in the advertisement.

Deputy General Manager (Human Resources)
People’s Bank - Head Office
NO. 75, Sir Chittampalam A Gardiner Mawatha,
Colombo – 02.
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