POST OF MANAGER -
INFORMATION SYSTEMS SECURITY

The Manager-Information System Security would be

reporting to the Chief Information Security Officer (CISO)

and would play a key role in the Information Systems
Security function, Defending, Monitoring,

efforts of the Bank.

ELIGIBILITY REQUIREMENTS

1. Candidates should be citizens of Sri Lanka
2. Educational /Professional qualifications

B BSc in Information Technology or equivalent from
a university recognized by the University Grants :

Commission of Sri Lanka
And

B Professional Certification such as CISSP, GISP,

CISM,ISO 27001 LA/LI or equivalent

B Master’s degree in Information Security from a
university recognized by the University Grants i
Commission of Sri Lanka would be an added :

advantage.
3. Experience

B Minimum 5 years experience in Information
Security/ Network Security/ System Security/IT :

Risk or Application Security domain(s).

B Administer Next Gen Firewall, SIEM, DLP, WAF,
{ TERMS OF EMPLOYMENT

This position will be on permanent or contract basis (3
i years and renewable) depending on preference of the
: suitable candidate.

{ REMUNERATION

® Hands on experience in conducting and / or i . . .
. - . /.7 i An attractive and negotiable remuneration package
coordinating vulnerability and web application : . e s - :
i commensurate with qualifications and experience awaits

i the right candidate.

B Leading PDPA related assignments will be an SUBMISSION OF APPLICATIONS

¢ Applicants must use our standard application form which
i is available in the National Savings Bank Website www.
i nsb.lk. Applications should be sent under Registered
i Cover to reach the undersigned on or before 12.09.2025
i and the post applied for should be stated on the top left-

B Develop methods and techniques to safeguard :

digital assets with technologies and secure systems : hand corner of the envelope. An applicant cannot use any

i other channel in forwarding the application.

IAM and other Network and Systems Security
Technologies.

B Experience in monitoring with SIEM, Firewall, IPS
and other technologies with technical Incident
Response capabilities.

security assessments for enterprise systems.

added advantage.

4. Age Limit
B Below 45 years.
KEY RESPONSIBILITIES

and network architecture practices.

m Administering SIEM, DLP, IAM and other Network | © 100
i certificates

i application. Applicants who fail to attach the relevant

handling and certificates will not be called for interviews.

and Systems Security Technologies.

® Information Security Incident
Incident response and lead the SOC operation.

B Respond to Information Security incidents and
alerts from logs and alerts from log sources i
(Firewall / IPS / WAF and other) and correlation

systems.

breaches and threats.

B Develop/Analyse SOC reports and follow escalation
matrixes and investigate incidents reported or
captured.

of the recommendations.

B Lead Threat Hunting activities across technology

domains.

m Implement and recommend controls for internet :
banking and mobile banking applications and :
¢ or any industry-based certification on security technology.

other banking applications

B Lead ISO 27001 and PCI DSS compliance activities.
B Ability to work after office hours and with minimal

supervision.
TERMS OF EMPLOYMENT

suitable candidate.
REMUNERATION

An attractive and negotiable remuneration package :
commensurate with qualifications and experience awaits :

the right candidate.
SUBMISSION OF APPLICATIONS

Applicants must use our standard application form which i
is available in the National Savings Bank Website www. :
nsh.lk. Applications should be sent under Registered :
Cover to reach the undersigned on or before 12.09.2025 :
and the post applied for should be stated on the top left- :
hand corner of the envelope. An applicant cannot use any :

other channel in forwarding the application.

Photocopies of the educational/professional & experience
together with the ; TERMS OF EMPLOYMENT

This position will be on permanent or contract basis (03

i years and renewable) depending on preference of the

suitable candidate.
{ REMUNERATION

! An attractive and negotiable remuneration package
i commensurate with qualifications and experience awaits

Information Security Engineer would be reporting to the : o right candidate.

Chief Information Security Officer (CISO) and would play :
a key role in Information Security related Technology : SUBMISSION OF APPLICATIONS
Response and ‘i
i is available in the National Savings Bank Website www.
! nsb.lk. Applications should be sent under Registered
i Cover to reach the undersigned on or before 12.09.2025
¢ and the post applied for should be stated on the top left-
¢ hand corner of the envelope. An applicant cannot use any

B BSc in Information Technology or equivalent from other channel in forwarding the application.

a university recognized by the University Grants
i certificates
: application. Applicants who fail to attach the relevant
certificates will not be called for interviews.

B Master’s degree in Information Security would be :
i Any form of canvassing will
i disqualification, and the Bank reserves the right to call

. , . . . i only the short-listed candidates.
B Minimum 3 years’ experience in Information :

Security/ Network Security/Systems Security or i The Bank reserves the right to postpone or cancel the

i recruitment.

certificates should be attached
application. Applicants who fail to attach the relevant
certificates will not be called for interviews.

POST OF INFORMATION
SECURITY ENGINEER

Administration, Monitoring, Incident
Technical Vulnerability Management for the bank.

ELIGIBILITY REQUIREMENTS
1. Candidates should be citizens of Sri Lanka
2. Educational /Professional qualifications :

Commission of Sri Lanka
B Certifications such as GSEC or similar
an added advantage.

3. Experience

Application Security domain(s).

B Administer SIEM, DLP, MDM and other Network
{ HRD Division

m Experience in monitoring with SIEM, Firewall, IPS : National Savings Bank

and other technologies with technical Incident i Head Office

{ Colombo 3.

Security Technologies.

Response capabilities.

En E Call Centre - 0112 379 379
=+  www.nsb.lk

"[SL] AAA Stable"
E 100% Government guarantee

National Savings Bank, The Safest Place For Your Money

Incident :
Response, Threat Hunting and Technical Compliance :

B Conducting and/or coordinating vulnerability
and web application security assessments for
enterprise systems.

4. Age Limit

Below 40 years
KEY RESPONSIBILITIES

B Administering SIEM, DLP, MDM and other
Network Security Technologies.

B Information Security Event Monitoring with SIEM
and other technologies and Incident Response to
facilitate a SOC operation.

B Respond to Information security incidents and
alerts from logs and alerts from log sources
(Firewall/IPS/WAF and other) and correlation
systems.

B Develop strategies and controls to recover from
breaches and threats.

B Develop/analyse SOC reports and follow escalation
matrixes and investigate incidents reported or
captured.

B Conduct or coordinate Vulnerability Assessments
and Penetration Tests and follow up implementation
of recommendations.

B Support ISO 27001 :2013 and PCI DSS compliance
activities.

B Ability to work after office hours and with minimal
supervision.

Photocopies of the educational/professional & experience
should be attached together with the

POST OF EXECUTIVE -
INFORMATION SECURITY ANALYST

. The Executive (Information Security Analyst) will be
m Develop strategies and controls to recover from i reporting to the Chief Information Security Officer (CISO)
i and will play a key role in Vulnerability Analysis, Security
i Event Analysis, Risk Assessment and Information Security

i Compliance of the Bank.

ELIGIBILITY REQUIREMENTS

®  Conduct or ¢ oordinate VulnerablllF Y Assessmep s { 1. Candidates should be citizens of Sri Lanka
and Penetration Tests and follow up implementation

2. Educational /Professional qualifications

B BSc in Information Technology or equivalent from
a university recognized by the University Grants
Commission of Sri Lanka

B Professional Certification in Information Security

3. Experience :

Minimum 3 years experience in Information Security
/ Network Security/ Systems Security / End point
protection or Application Security domain(s).

This position will be on permanent or contract basis (3 i 4- Age Limit

years and renewable) depending on preference of the :

Below 35 years

KEY RESPONSIBILITIES

® Information Security Event Monitoring with SIEM
and other technologies and Incident Response and
support the SOC operation.

B Coordinate  Vulnerability = Assessments and
Penetration Tests and follow up implementation of
recommendation.

B Support ISO 27001:2013 and PCI DSS compliance
activities.

B Conducting bank wide risk assessments on
processes and technologies.

B Ability to work after office hours and with minimal
supervision.

Applicants must use our standard application form which

Photocopies of the educational/professional & experience
should be attached together with the

lead to immediate

Deputy General Manager (HRD)

NSB

»




