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CREDIT INFORMATION
BUREAU OF SRI LANKA

The Credit Information Bureau of Sri Lanka (CRIB) plays a pivotal role in the country's financial ecosystem by
facilitating and enhancing credit flow and promoting credit inclusivity. This is achieved through the provision of
timely and accurate credit information to licensed banks and financial institutions, thereby supporting informed

lending decisions.

As part of our ongoing, technology-driven and innovation-focused development roadmap-aimed at broadening the
Bureau's reach and impact within the financial sector-we are seeking to recruit dynamic and forward-thinking

professionals to join our team in the following capacities:

CHIEF INFORMATION SECURITY OFFICER - CISO

RESPONSIBILITIES:

¢« Responsible for Bureau's overall information security and
cybersecurity strategy.

+ Develop and maintain the organization's information security

policies and procedures in line with the expansion.
 Serve as the principal advisor on information security risks.

* Formulating, implementing and maintaining information
security policies, standards and procedures in alignment

with applicable laws and regulations (i.e., CRIB Act, STR Act,

PDPA, CBSL guidelines, international standards such as IS0
27001, IS0 8000 etc).

* Align cybersecurity goals with business objectives.
o |dentily, assess, and mitigate information security risks.
¢ Conduct regular risk assessments and security audits.

* |dentify, assess, and manage cybersecurity risks, emerging
threats including those arising from onboarding non-
traditional data sources/partnerships and align strategies
accordingly.

+ Lead threat detection, incident response, and recovery
initiatives.

« Ensure that all parties are aligned to respond to security
breaches and incidents.

* |mplement and regularly test the incident response plan.

REMUNERATION

e An attractive remuneration package in par with the
market standards is on offer to the prospective
candidate.

» Management and maintenance of SOC and SIM.
« (Qversee security awareness and training programs,
= Ensure adherence of all parties to security policies.

QUALIFICATIONS AND EXPERIANCE

 Bachelor's (minimum of three (03) years) or Master's degree
related to Information Security/Cyber Security/IT
asecurity/Network Security obtained from a local or foreign
university

« Strongly Preferred Professional certifications such as of ISACA
Certified in Risk and Information Systems Control (CRISC),
ISACA Certified Information Systems Auditor (CISA), ISACA
Certified Information Security Manager (CISM), or (ISC)2
Certified Information Systems Security Professional (CISSP),
Certified Cloud Security Professional (CCSP)

s Minimum of 10 years of hands-on experience in the fields of
Cyber Security/Information Security/IT Security/Network
security with strong knowledge of cyber security risks,
emerging threats, business risks and leadership.,

» Good Knowledge/experience in NIST Cybersecurity Framework
Implementation

» Preferably from the finance sector

SELECTION

» Selection would be through the interviews. The Bureau
reserves the right to call only short-listed candidates. All
information will be handled with the utmost confidentiality
and will only be accessible to the involved parties for this
purpose. Ganvassing in any form will be an immediate
disqualification.

Interested individuals are requested to forward an e-mail quoting the position applied under subject of
the email to vacancy@crib.lk with a comprehensive Curriculum Vitae and contact details of two non-
related referees within 7 days of the publication of the advertisement.

THE DIRECTOR / GENERAL MANAGER,

CREDIT INFORMATION BUREAU OF SRI LANKA,
No. 201, Sir James Peiris Mawatha, Colombo 02.
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