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Senior Engineer — IT Security

Job Profile

Monitor and analyze security events across various .«
pﬂntrnls including SIEM, Firewall, EDR, WAF;
application, system etc. to i threats, trends
and patanhul risks to the argunizutian

Administering a SIEM solution, on board log sources,
;dwalaplng anhumaﬂ detection rules and
capabilities, with a focus on automating defense
capabilities where possible

Trioge and respond to reported security incidents
and requests to ensure they are appropriately
prioritized and remediated

Engage in performing threat hunting to identify
targeted threats and suspicious activity

Playing a leadership role in guiding the team in the
remediation of vulnerabilities and track the
progress

Research, timely introduction and implementation
of new tools and techniques to enhance the current

security posture of the Bank addressing the
emerging threats to the Bank IT infrastructure

Keeping vigilance of Ilatest security threats,
advisories, alerts and vulnerabilities and initiating
appropriate mitigation controls

Implementation of new IT security projects as
identified by management

Assist in development and enforcement of IT policy,
procedures and standards

Executing the compliance and regulatory
requirements defined in various compliance and
regulatory bodies gag: PCI DSS, I1SO 27001, CBSL,
SWIFT, NIST CSF. etc.

Participate in various compliance [ regulatory and
management initiated audits and provide the
timely responses to the audit observations

lppiwni‘ﬂuﬂ‘h

» Bachelor's degree in Information Technology /[
Computer Science [specializing in Information
Security or Cyber Security

IT and |IT security related professional
qualifications such as CEH, ECIH, CSA+, eJPT,

eCIR, SSCP, ISACA CSXP, GSEC would be an
added advantage

Minimum 3 Yyears proven experience as an
Information Security Engineer

Experience in incident management

Excellent commmunication skills with the ability to
manage relationships with internal and external
stakeholders effectively

Proficient in scripting languages such as
PowerShell, Python, Bash

Strong understanding of MITRE ATT&CK and
D3FEND frameworks

Strong knowledge of network application and
protocols and their associated security
implications (TCP [ IP, HTTP, TLS, SSH, DNS etc.)

Understanding the security technologies like
firewalls, EDR, SIEM, IPS [ IDS, WAF, MDM etc.

Knowledge on Windows and Linux environments
Strong work ethics with attention to detail

Knowledge on various requlatory and
compliance requirements like PCIDSS, ISO 27001,
MIST CSF, CBSL SWIFT would be an added
uduuntuge

Successful candidate will be provided with an attractive compensation package benchmarked with

highest paid IT organizations in Sri Lanka along benefits.

Interested candidates are invited to apply for the position, all applications should be routed throughour
corporate website.

To apply, please visit, (www‘nnmhank.lif) —I' -F@pan Positions | =# @anhn" Lead Engineer = IT sacurity_)
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