SYSTEMS ADMINISTRATOR -

WEB & WEB APPLICATION SECURITY

THE JOB

Deploy and maintains internal and external web & web applications in collaboration with web internal/external development teams and
solution providers

Maintains minimum of 99.99% uptime on all production web & web applications systems

Reviews web & web applications content, links, and design; provides necessary updates and enhancements in a timely manner
Maintains backups on middle- tier application servers automate backups

Identifies useful site performance metrics; collects, tracks, records, compiles, analyzes, and reports site usage data

Conducts user testing and use analysis to assess usability and effectiveness of site; recommends improvements based on analysis
Discusses, analyzes, reviews, and resolves usability issues in conjunction with development teams / Vendors

Communicates vendors and users regarding site updates, anticipated and unanticipated downtime, and resolution of bugs and outages

Deploy and maintains internal and external web & web applications in disaster recovery sites and maintain the RTO, RPO as per the business need
Drafts, documents, and implements backup and business continuity plans

e Support designing enterprise system architecture of the bank

Maintains knowledge and expertise in administration of web and web applications; participates in professional conferences, workshops,
and groups Implements appropriate security measures such as CIS on middle- tier application servers

Maintain SSL repositories, Inplements and maintains the SSL / SFTP banking applications
Preforms vulnerability fixing middle-tier application servers / and other presentation layer servers

Monitors site security; reports suspected or actual security breaches and denial of service attacks to appropriate staff

Performs other related duties /projects as assigned

THE PERSON

Possess Bachelor’s degree in Computer Science, Web Development, or any other related field .Related certifications highly preferred

Possess at least 2 years of related experience highly preferred

Thorough understanding of web and web application administration
Thorough understanding of web and web application security
Strong analytical and problem-solving skills

Strong verbal and written communication skills

Excellent organizational skills and attention to detail

Ability to work after standard working hours

Fluency with markup and programming languages including HTML, XML, Java, and CSS
Proficient with Jboss / Wild-fly / Apache / WAS / IFS/ lIS
Proficient with Linux / IBM Aix / Windows / Cent OS / Cloud platforms

@ Proficient with Microsoft Office Suite, Adobe Creative Suite, and other related software

This position is at Executive level
Please login to https://www.ndbbank.com/careers to apply on or before 5th February 2024.

We will correspond only with the shortlisted applicants
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