POST OF CHIEF MANAGER - SECURITY
(GRADE I)

ELIGIBILITY REQUIREMENTS
(1) Candidates should be citizens of Sri Lanka.
(2) Should possess at least 03 years experience in ranks equivalent or above Colonel in the Army/Captain in Navy
/ Group Captain in the Air Force / Superintendent of Police with an unblemished service record.
Please note that the applicants who have resigned or retired on medical reasons will not be considered for this post.
Experience as a Manager — Security / Chief Security Officer in a large service organization would be an added|
advantagde,
(3) Age Limit :
Below 55 years.
ROLES & RESPONSIBILITIES
Responsible for overall security of the Bank premises and the entire branch network.
Development, documentation, communication, testing and periodic review of security plans of the Bank.
Analyze statistical data and reports to identify and determine how to make Bank premises and grounds sate and secure.
Maintain relations with security establishments and relevant external agencies to provide an efficient and
effective security service.
Arrange and carry out the regular outdoor training programmes for security personnel.
Monitoring CCTV unit and other security related devices to prevent security 1ssues.

TERMS OF EMPLOYMENT
This position will be on permanent basis subject to a probationary period of one year.

REMUNERATION

Rs. 158,315 - 210,995
(4,390 x 12)

The initial monthly gross salary will be Rs, 278,921/- approximately.

POST OF MANAGER

SECURITY OPERATIONS CENTRE (S0OC)
(GRADE III - CLASS I)

The Manager (SOC) - Grade III Class I will be reporting to the Chief Manager (Information Systems Security) and will
play a key role in the SOC function, Monitoring, Incident Response and Technical Compliance efforts of the Bank.

ELIGIBILITY REQUIREMENTS

1. Candidates should be citizens of Sri Lanka
2. Educational /Professional qualifications
B DBsc in Information Technology or equivalent from a university recognized by the Umiversity Grants
Commission of Sr1 Lanka
And
B Professional Certification such as CISSP, GISP, C
And
B Cloud related certification and a Next Generation Firewall Certified Engineering qualification
B Masters Degree in Information Security from a university recognized by the University Grants Commission
of Sr1 Lanka would be an added advantage

EH or equivalent

3. Experience

B Mimimum 8 years experience in Information Security/ Network Security/ System Security or Application
Security domain(s) out of which at least two (02) years in a bank or a finance institution.
Minimum four (04) years experience in a SOC establishment
Administer Next Gen. Firewall, SIEM, DLP, WAF and other Network Security Technologies.
Experience in monitoring with SIEM, Firewall, IPS and other technologies with technical Incident
Response capabilities.
Hands on experience in conducting and / or coordinating vulnerability and web application security
assessments for enterprise systems

4. Age Limt
Below 40 years

ROLES & RESPONSIBILITIES
B Administering SIEM, DLP and other Network Security Technologies
B Information Security Event Monitoring with SIEM and other technologies and Incident Response and lead the
SOC operation,
B Respond to Information Security incidents and alerts from logs and alerts from log sources (Firewall / [PS /
WAF and other) and correlation systems.

Develop strategies and controls to recover from breaches and threats
Develop/Analyse SOC reports and follow escalation matrixes and investigate incidents reported or captured
Conduct or coordinate Vulnerability Assessments and Penetration Tests and follow up implementation of
recommendations

B Support [SO 27001:2013 and PCI DSS compliance activities

B Ability to work after office hours and with minimal supervision
TERMS OF EMPLOYMENT

This position will be on permanent basis subject to a probationary period of one vear.

REMUNERATION

Rs, 97,410/- - 139,810/-
(2120 x 20)
The initial monthly gross salary will be Rs. 198,527/~ approximately.

POST OF EXECUTIVE

INFORMATION SYSTEMS SECURITY - GRADE III - CLASS III

The Executive (Information Systems Security) - Grade III Class III will be reporting to the Chief Manager (Information
Systems Security) and will play a key role in Vulnerability Analysis , Security Event Analysis, Risk Assessment and
Information Security Compliance of the Bank.

ELIGIBILITY REQUIREMENTS
1. Candidates should be citizens of Sri Lanka.
2. Educational /Professional qualifications
B Bachelor of Science in Information Technology or an equivalent from a university recognized by the
University Grants Commission of Sri Lanka
M Professional Certification in Information Security or any industry based certification on security technology.
3. Experience :
Minimum 1 year experience in Information Security / Network Security/Systems Security / End point
protection or Application Security domain(s)
4, Age Limit - Below 35 years
ROLES & RESPONSIBILITIES

B Information Security Event Monitoring with SIEM and other technologies and Incident Response to facilitate
the SOC operation.

Coordinate Vulnerability Assessments and penetration tests and follow up implementation of recommendation
Support 1SO 27001:2013 and PCI DSS compliance activities.

Conducting bank wide risk assessments on processes and technologies.

Ability to work after office hours and with minimal supervision.

TERMS OF EMPLOYMENT
This position will be on permanent basis subject to a probationary period of one year.

REMUNERATION

Rs. 62.060/- — 81.660/-
(980 x 20)

The initial monthly gross salary will be Rs. 151,865/- (approximately)

SUBMISSION OF APPLICATIONS

Applicants must use our standard application form which is available in the National Savings Bank Website www,
nsh.lk. Applications should be sent under Registered Cover to reach the undersigned on or before 17.11.2023. An
applicant cannot use any other channel in forwarding the application.

Photocopies of the educational/professional & experience certificates should be attached together with the application.
Applicants who fail to attach the relevant certificates will not be called for interviews.

Any form of canvassing will lead to immediate disqualification and the Bank reserves the right to call only the
short-listed candidates.

The post applied for should be stated on the top left hand corner of the envelope.
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