Senior Systems Administrator
Web & Web Application Security

The Job

s Maintain defined uptime for all production web servers and applications through high availability
along with optimum performance

7/ Design enterprise architecture for the web applications of the bank to ensure scalability, security,
resilience and efficiency

7/ Deploy production web applications and perform upgrades with minimum downtime

v Develop and implement processes and procedures for effective web system administration,
ensuring streamlined operations and adherence to best practices

7/ Manage security of mobile and internet banking applications and application stores, implement
timely fixes to identified and known system vulnerabilities

» Conduct regular performance tuning on middle-tier / web applications /servers enhancing their

efficiency and performance

7 Monitor and manage logs related to middle-tier application servers and the applications hosted
on them, ensuring proper tracking and troubleshooting of any issues or errors.

7 Implement and enforce password policies and strengthening security to mitigate risks of unau-
thorized access

¢« Handle the management of public SSL certificates and SSL certificate authorities, ensuring the
secure communication and authentication of web applications and services

7 Provide 24x7 technical support for mission critical systems such as Core Banking, ATM, and all
other Non-Core Banking production systems

¢ Continuously improve the quality of service by evaluating and upgrading processes and procedures,
implementing changes that drive efficiency and effectiveness.

7 Drive research and development efforts to enhance operational efficiency and deliver customer
service, explore innovative solutions, technologies, and practices to optimize processes.

v Possess a degree in Information Technology or equivalent professional qualifications in IT

7 Minimum of 8 years experience in IT with minimum of 5 years as a Systems Administratorin a
similar role

»  Hands on experience with all major web application platforms running in all major OS environ-
ments

¢ Ability to work after office working hours to rectify and support critical issues
¢ Strong analytical, troubleshooting and problem-solving skills.

v Strong verbal and written communication skills

Please login to https://www.ndbbank.com/careers to apply on or before 20* July 2023

We will correspond only with the shortlisted applicants

"We are an equal opportunity Employer”
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