JOIN THE MOST AWARDED BANK IN SRILANKA

With an enduring vision of being the most
technologically advanced, innovative and
customer friendly financial organization, we, the
most awarded Bank in Sri Lanka, continue to
progress steadily while being listed amongst the
Top 1000 Banks in the world for the 12"
consecutive year. Our unparalleled record of
success is supported by an unmatched suite of
digital offerings and superior standards in
service, stability and performance. We are poised
to ascend to even greater heights in the near
future.

Senior Information Security Engineer

Job Profile

Timely completion of Bank security assessment
plan that includes types of security
assessments

Analysis of identified vulnerabilities for risk and
arrange required support for remediation
Manage vulnerability remediation as per Bank
VM policy

Dashboards and management reporting on
vulnerability remediation progress and various
other Information security tasks

systern and IT process review for required
Information Security controls

Coordination of regulatory, compliance and
audit requirements arising from CBSL, ISO 27001,
PCI/ DSS

Develop, maintenance and execution of
information security roadmap

Advice Bank on new security threats and threat
vectors

Information security trainings and awareness to
create a measurable level of information
security awareness within the IT team

Other related tasks assigned by
Management

Willing to work longer hours on week days and
weekends depending on the requirement

the

Applicant’s Profile

« Bachelor's degree in Computer Engineering |/
Computer Science [ Information Security [
Information Technology, specializing Cyber
Security from a recognized University

« Professional Qualifications such as OSCP, CEH,
RHCSA, MCSA, CISM, PCI DSS Implementer, I1SO
27001 LfLA and having cloud certifications,
Micro services security certifications would be
an added advantage

« Knowledge of common
Powershell, Python, Bash

« Exposure on various networking products,
security products, databases and operating

scripting tools,

systems
» Strong knowledge of network application and
protocols and their associated security

Implications (TCP [ IP, HTTP, TLS, SSH, DDNS, etc.)

« Minimum of 3 yedrs' experience adas dadn
Information Security Engineer in a reputed
organization

« Strong work ethics with attention to detail

Successful candidates will be provided with an attractive compensation package benchmarked with
highest paid IT organizations in Sri Lanka along with other benefits.

Applications with all relevant information should be submitted to reach the under - mentioned by
email within 10 days of this advertisement with the respective post marked as the subject.

Deputy General Manager - HRM
Commercial Bank of Ceylon PLC
E-mail : dgm_hrm@combank.net
Web site : www.combank.lk
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Our interest is in you




