Sampath Bank

WE PRESENT YOUR FUTURE

The Opportunity To
Match Your Potential

With The Best Bank To Work At

For over thirty years we have defined the trends in retail and commercial banking, growing into one of the most forward-thinking banks
in the country. Today, we take great pride in our offering of progressive, state-of-the-art banking solutions, which zealously maintain
Sri Lankan values. We believe that our innovative spirit and our dynamic Sampath Team are the twin forces that drive our success.

Information Security Officer

Requirements:

= A Bachelor of Science Degree in Computer Engineering/Information Security/Computer Science/Information Technology OR a Professional
Graduate Diploma from the British Computer Society

= A minimum of three (03) years experience in the industry, related to Information Security, Security Audit or Information Security Risk Management

s Certification in 150 27001: 2013, CEH, PCI D53 or any other Security Governance Certification will be considerad as an added advantage

Key Responsibilities:

¢ Liaise with the IT team to implement and assist to manage the SIEM/SOC

» |ldentify possible security breaches and conduct investigations to identify reasons for security breaches/scenarios

» Study vulnerabilities in system implementations and make recornmendations to mitigate information security related risks
» Ensure necessary regulatory requirements are fulfilled

« Carry out periodic Vulnerability Assessments and Penetration Tests, along with the IT team

» Carry out periodic Privileged Access Management (FAM) reviews

» Support to the Data Leakage Prevention (DLP) activities

Other Competencies/Requirements:

» Sound technical knowledge in Information Security, Metwork Technologies, Databases and Operating Systems
» A thorough understanding of the latest security principles, technigues and protocols

« Familiarity with web-related techniques (web applications and web services efc.)

+ Sound communication/negotiation and technical writing skills

« Be a strong team player

» Ability to work under pressure and autonomously

An attractive remuneration package, coupled with a modern and conducive work environment, awaits the right candidate.
Please apply online, stating qualifications and experience, on or before the 22nd of May 2023.

Selection will be strictly on merit. Any form of canvassing will be a definite disqualification. Only shortlisted candidates will be contacted.

Chief Human Resource Officer

Sampath Bank PLC |
No. 110, Sir James Peiris Mw., Colombo 02. Click here to apply kj
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