COMMERCIAL BANK OF CEYLON PLC

With an enduring vision of being the most technologically advanced, innovative and customer
friendly, financial organization, we, the most awarded Bank in Sri Lanka, continue to progress
steadily while being listed amongst the Top 1000 Banks in the world for the twelfth consecutive
year. Our unparalleled record of success over the past decade is supported by a network of 268
branches and superior standards in service, stability and performance. We are poised to ascend
to even greater heights in the near future.

INFORMATION SECURITY ENGINEER

Job Profile / Main Responsibilities :

The selected candidate will be responsible for,

e Assure vulnerability assessment process is fully complied to ensure compliance with the
regulatory or standard related requirements

* Devise methodologies and mechanisms to fast track vulnerability re-mediation process
* Coordinate internal and external Information system audits

» Coordinate continuation of ISO 27001 and PCI certifications

e Coordinate risk assessment of IT systems and IT processors as required by I1ISO 27001

* Play a lead role in guiding the IT team in the closing of audit findings and vulnerabilities

* Conduct privilege activity monitoring and security monitoring using available tools and
prepare management reports

* Research on security advisories, alerts and new security solutions

e Keep vigilance of latest security threats, regulations, advisories, alerts and vulnerabilities on the
IT environment and initiation of appropriate action with the IT management

Applicant’s Profile :

* Bachelor's degree in Computer Engineering or Information Security or Computer Science
with Information Security

* Minimum of one (01) year work experience in an Executive grade of a reputed organization
with a broader exposure to Information Security

* Knowledge of computer networks, server operating systems (Windows, Linux,0S/400) and
databases (SQL, Oracle, DB2)

* Deeper knowledge of technology/ regulatory/ compliance requirements in information
security

* Project Management and Managerial Skills
* Knowledge of ISO 27001 and PCI

* Knowledge of commonly used application languages and platforms for application
development

The successful candidate will be provided with an attractive remuneration package including
fringe benefits, commensurate with benchmarked financial institutions.

Please download the application format for the above post, from the Commercial Bank official
website www.combank.lk and duly completed applications should be submitted only through
e-mail, dgm_hrm@combank.net to reach within 10 days of this advertisement with the
respective post marked as the subject.

Deputy General Manager - HRM
COMMERCIAL BANK OF CEYLON PLC

Email : dgm_hrm@combank.net (") COMMERCIAI— BANK
Web site : www.combank.lk

All applications will be treated with strict confidence. Carvassing in any form will be an immediate disqualification.




