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Information Security Infrastructure Manager

Information Technology Department
You should ideally;

®  possess a degree in Computer Science or a full professional qualification in IT acceptable to the Bank. Qualification in CCSE, CISM, CEH,
CISSF will be a definite advantage

® possess § years’ experience in IT in the domain of Banking & Finance, out of which at least 3 years’ experience in Firewall and security
incident handling

® Possess an excellent knowledge in configuring and troubleshooting Firewalls and IPSec VPNs, CheckPoint Firewalls, PaloAlto Firewalls
and IS incident handling

® Tossess an excellent knowledge in configuring and troubleshooting LAN, WAN systems and related devices.

®  possess a good knowledge in routing protocols (BGP, OSPF, EIGRF, RIF etc.)

®  possess excellent skills in identifying, troubleshooting and resolving network issues.

®  possess good communication skills, business stakeholder collaboration, Team and project management skills

®  possess technical and project experience in security integration of Public and Hybrid cloud SaaS-TaaS-PaaS services, EDR, Bluecoat Proxy,
Cisco ACT, Vmware NSX Firewall, Fortinet SDWAN and Security solutions, Zscaler or any other SASE solution will be an added advantage

®  possess a good knowledge and understanding in CIS Controls, NVD, OWASF, MITRE ATT&CK frameworks and industry standards

You will be responsible for

®  securing, hardening, Patching, designing, organizing, modifying, installing, upgrading and maintaining the bank's Information Security
and Firewall Infrastructure systems.

®  designing, installing and maintaining CheckPoint Firewalls, PaloAlto firewalls, IPS, WAF, NSX Firewall, URL, content and application
filtering technologies including in depth troubleshooting

®  installing and maintaining security devices and aligning security infrastructure to PCI-DSS and ISO27001 frameworks

®  security incident handling, management reporting and security dashboard

® Lifecyde management and administration of F5 WAF Firewalls, GTB DLFP, OSSEC Encryption, NNT FIM and CyberArk PAM Solutions

®  Maintaining, Achieving, complying and supporting for audits of Information Security Infrastructure with defined Bank’s, Industry and
regulatory requirements.

®  Adherence of Business SLA, KFI, Project deliverable within timelines and budgets and Information security Service practice in ITIL / ITSM
framework.

®  Vendor, Partner and solution provider interaction and managing them to drive the defined projects, maintenance agreements and
optimization of the security solutions

As a bank, we are an equal opportunity employer, committed fo promoting an inclusive environment and diverse environment. Recruitment fo the
Bank is based solely on merit and competency for the job role irrespective of other characteristics that make our employees unique.

Any form of canvassing is discouraged. Correspondence will only be with the short-listed candidates.
Please apply via https://dfccobportal. peopleshr.com by filling the online application form and submit same on or before 24 July 2022,

Senior Vice President (Human Resources)
DFCC Bank PLC, 73/5 Galle Road, Colombo 03
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