Sampath Bank

WE PRESENT YOUR FUTURE

Are you

SHARP enough

to stand out?

“For over 30 years, Sampath Bank has been at the forefront of the banking
industry and has grown into one of the most progressive and
forward-thinking banks in the country. Our dynamic team of high caliber
professionals are a key element in our success story which combines
traditional Sri Lankan values, state-of-the-art innovations and progressive,
retail and commercial banking propositions.”

INFORMATION SECURITY OFFICER

We are in search of a dynamic individual who fulfills the criteria to perform as the Information
Security Officer.

Requirements:

o A Bachelor of Science Degree in Engineering (Electronic/Telecommunication /Computer)
from a recognized University

» Previous work experience in the fields of system security engineering or information
security engineering and network monitoring is preferred

# A certification in 1SO 27001: 2013, CEH, PCI DSS or any cther Security Governance
certification would be an added advantage

# Preferred age - Below 30 years

Key Responsibilities:

¢ Liaise with the Bank's IT team to implement the Security Operation Center (SOC) and
assist in managing the same

¢ |dentify and implement Data Leakage Prevention (DLP) solutions for the bank along with
the IT team

# Ensure compliance requirements such as SO 27001:2013, PCI DSS are maintained

¢ Conduct Information Security Risk Assessments with the association of external
stakeholders

¢ |dentify possible security breaches and conduct forensic analysis to identify reasons for
security breaches/scenarios

¢ Study vulnerabilities in system implementations and make recommendations to mitigate
information security related risks

e Ensure necessary regulatory requirements are fulfilled

e Carry out pericdic Vulnerability Assessments and Penetration Tests, along with the IT team

Other Competencies Required:

¢ Sound technical knowledge in network security, network technologies, databases and
operating systems

¢ Thorough understanding of the latest security principles, techniques and protocols

# Familiarity with web related techniques (web applications, web services etc.)

¢ Sound communication/leadership skills

s Good people management and negotiation skills

¢ Ability to work under pressure and autonomously

An attractive remuneration package coupled with a modern and conducive work
environment awaits the right candidate.

Please apply online stating qualifications, experience and citing names and contact numbers
of two non-related referees, on or before 15th December 2020.

Selection will be strictly on merit. Any form of canvassing will be a definite disqualification.

Click here to apply kJ
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